ITAMSTKA

0 NPOPUIAKTUKE U NpeayNnpeKIeHUH TUCTAHUMOHHBIX NPEeCTyIICHUH B cepe
UH(}OPMALMOHHO-TEJIEKOMMYHUKANUOHHBIX TEXHOJIOTHi:

HecMoTps Ha npuHHMaeMble TPABOOXPAHUTEIBHBIMUA OpTaHAMU MEPBI, * TUCTAHI[MOHHbBIE
XHIIEHHSI ¢ UCTIOIh30BaHHEM WH(POPMAIIIOHHO-TEIIEKOMMYHUKAIIMOHHBIX TEXHOJIOTHIA
CTPEMHUTETHFHO HAOUPAIOT CHITY.

MoIlIeHHUKH YMENO MCHOJB3YIOT BCIO JOCTYNHYIO HH(OpPMAIMI0O U COBpPEMEHHbBIC
TEXHOJIOTUHU, Pa3OMUparOTCsi B TICHUXOJOTHH JIIOJEH, BBIHYKIAas JXEPTBY pPAaCKpPBIBATh BCIO
uHpopmanuio o cebe aMOO coBeplIaTh T€ WJIM WHBIE NEHCTBUS, UCIHOJB3YIOT YEIOBEUYECKUE
cinabocTh (CTSHKATEeNbCTBO, aTYHOCTh), YYBCTBA (COCTpagaHue, 00ECTIOKOEHHOCTh 3a OJHM3KHX,
’KaJIOCTh) B CBOMX KOPBICTHBIX HHTEPECaX.

OcHOBHBIE U3BECTHBIE CXEMBI TeJIE)OHHOTO MOIIIEHHUYECTBA!

1. Ciy4aii ¢ poaACTBEHHHKOM.

MoIeHHUK TPeACTaBISETCS POJACTBEHHUKOM (3HAKOMBIM) U B3BOJTHOBAHHBIM TOJIOCOM IO
TenedoHy COOOIIAeT, YTO 3aJepkKaH COTPYIHUKAMH TOJUIIMU 32 COBEPIICHHUE MPECTYIUICHUS
(coBeprmmn JATII, xpanun opykue WM HAPKOTUKH, HAHEC TSHKKUE TEJIECHBIC MOBPEKICHUS).
Jlanmee B pa3roBOp BCTyMaeT SKOOBI COTPYAHUK moiunud. OH yBEPEHHBIM TOHOM COOOIIIAET,
YTO YK€ HE pa3 «moMoram» JOJsiM TakuMm oOpa3oMm. Ho ecnu paHbllie JEeHBI'M MPUBO3WIN
HEMOCPEJCTBEHHO €My, TO ceiuac JIeHbIrd HEeOOXOJWMO TMPHUBE3TH B OIpPEAEIECHHOE MECTO,
nepeaaTh KakoMy-Ju0o 4eoBeKy, TM00 rnmepeBecTH Ha cueT (a00OHEHTCKUM HoMep TenedoHna).

2. Po3bIrpbiil NpU30B (3T0 MOTYT OBITH TeJie()OH, HOYTOYK, ABTOMOOWIb M JIP.).

Ha tenedon aboHeHTa COTOBOM CBS3M MPUXOJIUT CMC-COOOIIIEHHE, U3 KOTOPOTO
CIIEZIyeT, YTO B pe3y/bTaTe MPOBEICHHOW JIOTEPEN OH BBIMTPAJ aBTOMOOWIb. J{Js1 yTOUHEHHS
BCEX JETaled IMOTCHUMAJIBbHOW JKEPTBE IPEIJIaracTcsi ITOCETUTh ONPEAECIEHHBIA CauT U
O3HAKOMUTBCS C YCIOBHUSIMHU aKIUH, JTUOO MO3BOHUTH 110 OJHOMY U3 YKa3aHHBIX TeJIe()OHHBIX
HOMepoB. Bo Bpems pasroBopa mo TeneoHy MOIIEHHHKH COOOMIAIOT O TOM, 4YTO JJIs
BBIMIOJIHEHUSI  HEOOXOJMMBIX  (opMasibHOCTEH  (YIUIaThl  TOCHOLUIMHBI,  O(QOPMIICHUS
HEOOXOJMMBIX JOKYMEHTOB, OIUIaThl 32 KOMHCCHIO IE€pPEeBOJIa) CYACTIMBOMY 00JIa/1aTeNto
HOBEHBKOT'O aBTOMOOMIISI HEOOXOIMMO TIEPEUYHCIUTh Ha CUET YKa3aHHYI0 UMH CYMMY, a 3aTeM
HaOpaTh OomnpeneeHHYI KOMOMHAINIO (P U CUMBOJIOB, SIKOOBI /715l POBEPKH TMOCTYTUICHUS
JICHET Ha CYET U MOJyYeHUs «KoJa perucrpanum». Kak ToibpKo kepTBa 3aBepIIacT yKa3aHHbIC
MaHUITYJISIIIAA, CYET OOHYISIETCS, @ MOIIIGHHUKH UCYE3al0T B HEM3BECTHOM HAIPaBJICHHH.

Ecnu BBl y3HAMM 0 MpOBENEHUH JOTEPEU TOIBKO TOTAA, KOTJAa «BBIUTPAI» aBTOMOOWIIb,
€CIIM BBl HE 3alOJHSIM 3asBKY Ha yyacTHe B Heil Ju00 KakuM-InOO APYruM CIOCOOOM HE
MOJITBEPIKAAIN CBOE YYacTHE B PO3BITPHIIIE, TO, BEPOSTHEE BCETO, BAC MBITAIOTCS OOMaHYTh.
ByabTe ocTopoxHbI!

3. SMS-npocnoa.

AOQOHEHT ToyTy4aeT Ha MOOMJIBHBIN TenedoH cooliieHne: «Y MeHsl mpoOaeMbl, TO3BOHU
M0 TaKOMY-TO HOMEpY, €CJIi HOMEp He JOCTYIEH, MOJIOKU Ha HEro ONpEeACICHHYI0 CYMMY U
nepe3BOHM». YenoBeK NOMONHAET CYET W TNepe3BaHMBACT, Tene(oH MO-TpeKHEMY HE
JOCTYTIEH, a JICHbI'M BEPHYTH YK€ HEBO3MOKHO.

4. TenedoHHblil 3aKa3 0T pyKOBOAMTEJIe NPABOOXPAHUTEIBHBIX H
roCy1apCTBEHHBIX OPraHOB BJIACTH.



Ha tenedpon abGoneHTa (mpeanpuHUMATENs, PYKOBOAMTENS OOBEKTa OOIIECTBEHHOTO
MUTaHUS, TOPrOBOTO IIEHTpa JIMOO HUX COTPYJHUKAM U Jp.) TMOCTYMaeT 3BOHOK OT
MIPaBOHAPYILIUTENS, KOTOpBIi IpeICTaBIsAeTCsA OJTHUM u3 PYKOBOJUTENIEH
MPABOOXPAHUTEIBHBIX OPraHoB (IIPOKYpaTyphl TOpPOJa U JIp.) U MPOCUT IMOMOJIHUTH CUET €ro
TenedoHa, TOMOTHUTEIBHO K 3TOMY MPOCHUT, HAIPUMED, 3a0pOHUPOBATH CTOJIMK B PECTOPAHE U
coolIaer, 4ro Mo Mnpue3ny Ha oOBeKT paccuutaercs. He noxupasce mnpuesga sKOObI
JOJKHOCTHOTO JIUIA, PYKOBOJCTBYSICh NMPUHIIUIIOM YBR)KEHUS U JIOBEPHsl K PYKOBOIUTEIIO
HA3BaHHOW JIOJDKHOCTH B IMPaBOOXPAHUTEIBHBIX OpraHax, MOTEPHEBIIMI MEPeBOIUT dYepes
TepMUHaJI OaHKa, JINOO yepe3 MHbIe (PMHAHCOBBIE YCIYTH JEHEXHBIE CPEJICTBAa B yKa3aHHOMN
CyMMe.

1. Il1aTHBINA KOI.

[TocTynaer 3BOHOK, SIKOOBI OT COTPYJHHUKA CIIY>KObl TEXHUYECKOH MOIIEPKKU Oneparopa
MOOUIIBHOM CBS3H, C MPEAJIOKEHUEM MOJIKIIOYUTh HOBYIO SKCKIIO3MBHYIO YCIYTY WU JUIS
nepeperucTpaiuu Bo M30eKaHHE OTKIIOYEHUS CBSA3M H3-32 TEXHUYECKOro cOO0s, WU IS
yIIy4IieHus: kauecTBa cBsi3u. [|yist aToro aboHEHTy mpeasiaraeTcs HabpaTh MOJ AUKTOBKY KO,
KOTOpBIM SBJISIETCS KOMOWHAIIMEH 711 OCYIIECTBIIEHUST MOOWIBHOTO IEpeBOAa JIEHEKHBIX
CPEIICTB cO cueTa abOHEHTA Ha CYET 310 YMBIIIJICHHUKOB.

2. llITpajdubie caHKIUM OnepaTopa.

3II0yMBIIIVIEHHUK TPEJCTABISIETCS COTPYIHUKOM CIYXKOBl TEXHUYECKOW MOIJIEPKKU
orepaTopa MOOWIBHOW CBS3M U COOOINAeT, 4yTO a0OHEHT CMEHWI Tapu]HBIA TUIaH, He
OMOBECTUB olepaTopa (Takke MOTYT ObITh BAapUAHTBHI: HE BHEC CBOEBPEMEHHYIO OILIaTy,
BOCIIOJIB30BAJICSL  yCIAyraMM pOyMHHra 0e3 TNpeaynpekIeHHs) U, COOTBETCTBEHHO, €My
HEOO0XOMMO OIUIATUTH MITpad B ONPEAEICHHOM pa3Mepe, KyIHUB KapThl 3KCIPECcC- OIUIAThI U
COOOIIIMB UX KOJBI.

3. Omuo0YHbIN MepeBo/1 CPEACTB.

AbGonenty moctynaer SMS-coollieHne O TOCTYIUIGHHH CpPEJICTB Ha €ro  Cuer,
MIEPEBEJICHHBIX C TOMOIIBIO yciayru «MoOunbHbIl TiepeBoay. Cpady mocie 3TOTro MOCTyIaeT
3BOHOK M MY)KUMHA (MJIM KEHILMHA) COOOINAeT, YTO OIIMOOYHO MepeBen JEeHbIM Ha €ro CYeT,
OpU 3TOM TMPOCUT BEpPHYTh HUX oOpaTHO TeMm ke «MoOWIbHEIM mepeBogoM». B
JNCHUCTBUTENIBHOCTH JEHbI'M HE TMOCTYyNaloT Ha TeledoH, a YeIOBEK IEpPEeBOAUT CBOU
coOCTBeHHbIE cpencTBa. Eciay Mo3BOHHUTH MO YKa3aHHOMY HOMEpPY, OH MOXET OBITh BHE 30HBI
nocryna. Kpome Toro, CymecTByroT Takue HOMepa, pU OCYIECTBIEHUH BbI30Ba HA KOTOPBIE C
TenedoHa CHUMAIOTCS BCE CPEZICTBA.

4. lpepyoxenne noayuuTsb foctyn k CMC-nepenncke ¥ 3B0HKaM a00HEHTA.

VY4auThIBast CKIIOHHOCTh HEKOTOPBIX TPAXKAAH IIOMIMHOHUTY 32 OJU3KUMU U
3HAKOMBIMH, 3JIOYMBIIIVICHHUKAMH UCIIOJIb3YETCs CIEAYIolas cXeMa MOIIEHHUYECTBA B CETH
WHuTepHeT: MONb30BaTEN0 MPEASaraeTcsi W3Y4YHTh COACPIKAHHWE CMC-COOOIIEHUI U CIUCOK
BXOJIIMX W HUCXOAAIIMX 3BOHKOB HHTEpecylomiero adoHeHTa. s 3TOro HeE0OX0IuMO
OTIpaBUTh cooliieHue croumoctbio oT 10 1o 30 pybOneit Ha yka3aHHBIM KOPOTKHI HOMEp U
BIIMCATh B IIpeasaraemMmyro popmy Homep tenedoHa abOHEHTA.

[Tociie Toro, Kak MOJB30BATENL OTIPABISAET CMC, C €r0 CUETAa CIMCHIBAETCS CyMMa ropaszio
00JIbIIIe TOM, 4TO OblJIa yKa3aHa MOUICHHUKAMU, a HHTEpecyrolas nH(opMalis BIOCIEICTBUN
TaK U HE IIOCTYIAeT.

5. Ilpoaaxa umyuiecTBa Ha MHTEPHeT-caliTax.

[Ipu 3BoHKEe Ha TenedoH, pasmenieHHbIM Ha HHTepHeT-caliTax o0O0bsBIeHUN (ABHTO,
@apllocT, Ipom u ap.) npaBoOHAPYUIUTENb IPOCUT MOMOIHUTH CUET ero TesnedoHa, JI1bo



COOOIINUTh JaHHBIE M HOMEp KapThl MOTEPIHEBUIET0 MJsi TEepeBOJa JEHEKHBIX CpPEICTB B
KauecTBe 3ajaTka 3a ToBap. llocie cooOlieHusi AaHHBIX KapThl IMPOUCXOJUT CHHCAHHE
JI€HE)KHBIX CPE/ICTB.

6. Homas cxema Tejie(pOHHOT0 MOILIEHHUYECTBA « BUIIMHI.

OpHoOM W3 pacHpOCTPAHEHHBIX CXeM KHOEPHpPEeCTYMHUKOB B TMOCIEIHUE TOAbI CTall
«BummHr» - 3TO0 BUJ MOILIEHHUYECTBA, NPHU KOTOPOM 3JIOYMBIIUIEHHUKH TOJ JHOOBIM
MPEAJorOM BBIHY)KJIAIOT HAc TNPEIOCTAaBISATh KOH(UIEHIMATIbHBIE JaHHbIE B «HAIIUX
COOCTBEHHBIX MHTEpecax», TO €CTh UCKYCCTBEHHO CO3/Ia€TCs CUTYyalusi, TpeOyroIasi MOMOIIH
OT CIIELMAJINCTA.

Llexp MOIIEHHUKOB O JIFOOBIM MPEAJIOTOM U3BJIEUb CEKPETHYIO JTUYHYIO HH(GOPMAIIHIO O
kpeautke. s momydeHus nocTyna K KOH(GUACHIMAIbHBIM JAaHHBIM BIAJeNiblla MHUMBIE
MOMOILIHUKHA HUCHOJIb3YIOT TeIE(POHHYIO CBA3b KaK B aBTOMAaTHU3WPOBAHHOM pEKHUME, TaK U
HaAMPSIMYIO OT MHUMOTO «OTIEPAIIMOHUCTA» OAHKOBCKOT'O CEKTOpA.

Bo mMHOrux cinydasix B T€U€HHUE JHS HaM MOCTOSHHO HAYWHAIOT 3BOHUTH HA MOOMJIBHHK C
HE3HAKOMOI'0 MOCKOBCKOT'O HOMEpA, HaunHaroerocs Ha 495. 3BOHKH ¢ MOCKOBCKMX HOMEPOB
OOBIYHO HACTOJILKO HACTOWYMBBI (MHOT/A JO JIECATH 3BOHKOB 3a JI€HB), YTO MBI 3a4acCTyIO
YCTYIIAa€M U OTBEYAEM Ha HUX.

Kak Toinpko MBI OTBe4aeM Ha 3BOHOK, HAM Cpa3y COOOIIAIOT BaXXHYI0 HMH(OpPMAIHIO O
BO3ZHUKIIIUX TpoOJieMax ¢ Halled KapToi, HalpuMep, YyTOo OHa 3a0JIOKMpOBaHA, a ciyxk0a
Oe3omacHOCTH OaHKa MPENOTBpATHIA TOMBITKY HECAaHKIMOHUPOBAHHOTO CIUCAHUS. 3aTeM
3BOHAIIMN MpeasaraeT MOMOIIb B CIOXKMBILEWCS CHUTYyallMd, HAa KOTOPYIO MHOTHE M3 Hac
COIJIAILIAIOTCS.

Hac yGexxnatoT B CpOYHOM pelIeHHH BO3HHKIIEH CHUTYyalluu, MOKa elle He BCe JCHBbIU
yKpajaeHbl. O4yeHb MOCIeI0BAaTENIbHO MOUIEHHUKN CTApalOTCsA MOJYYUTh OT HAC BCIO JIMYHYIO
uH(pOpMALIMIO O KpeauTke, mpuchliatoT HoBble maponu u [IMH konet B CMC- yBe1OMIICHHSIX.
VYcnokanBaommM rojocoM «O0aHKOBCKHE PaOOTHHUKM» MpEAaraioT paziudHble BO3MOXKHBIE
BapUAHTHI 3AILUTHI.

JlorajaTbCsi O TOM, YTO JIIOOE3HBIM IMMOMOIIHMK Ha JAPYroM KOHIE MpPOBOJA SBISETCS
MOILICHHUKOM HE BCErJa JIErKo, HO B JIOOOM cilydyae 3TO BO3MOXKHO. M3HadaibHO MOXKHO
nobnarogapuTh 3a OJUTENBHOCTh U y3HATh JOJKHOCTb, MHHUIIMAJIBI 3BOHMBILETO COTPYIHHUKA
KpEAUTHON OpraHU3aliy U IPEINPUHATH MOIBITKY I03BOHUTHCS MO rOpsAYeH JINHUH.

Hcnonb30BaTh i1 BBISACHEHHS CIIOKHUBIIEHCA CUTYalMW JIy4lle IPYrod CBOW HOMEp,
MOTOMY UYTO Ha CETOJHSUIHUI JIeHb Yy BBIMOTATENIEH CYIIECTBYIOT TEXHOJIOTUH, TTO3BOJISIFOIIHIE
MIEPEeHANpPAaBIATh BCE MOCIEAYIOIINE 3BOHKH Ha Tele()OHHOE YCTPOHCTBO MOILICHHUKOB.

7. XullleHusl ¢ KApPT, NOJAKJIIYEHHBIX K ONIMU 0€CKOHTAKTHBIX IJIATEXKEH.

Jlis mpoBeieHus OIIaThl MO TAKOW KapTe JOCTATOYHO MPUIIOKUTH €€ K TepMuHaily. BBoa
[INH-xona He TpeOyercs ecau cymma He mpeBbimaer 1 000 py6meii. [Ipu 3ToM KoaHuecTBO
PacXoAHBIX TPAH3AKIUI HE OIPaHUYEHO.

UToOb! MOTYYUTH JIEHBIH, MOIIIEHHUKY Jla)ke HEe TTOHaJ00UTCsS BOPOBATh KapTy y KIMEHTA.
Ecnu B 00111€CTBEHHOM TpPaHCIIOPTE MOJAHECTH YCTPONCTBO K CyMKE WJIM KapMaHy BIIaJleibLa,
TO cpeacTBa cnuurytes. Jias 3THX wneneil MOLIEHHUMKHM M3rOTaBIMBAIOT CaMoJIEbHbIE
MIEPEHOCHBbIE CUMTHIBATENM WJIM HCHOJIb3YIOT OaHKOBCKHE TEPMHHAJbI, O(QOPMIIEHHBIE I10
(UKTUBHBIM JJOKYMEHTAM.



Taxxe B TCKYLICM IOy 3JIOYMBINUJICHHUKH IIPOAOJIKAKOT aKTUBHO HCIIOJIb30BATh (1)I/IHII/IH1"
B COIIMAJIBHBIX CETAX U OHJIaliH-MecceH Kepax. Hanbomnplyto BEIroAy MOIIEHHUKAM IPUHOCST
MaxXvHallu 4Cpc3 ABI/ITO, C IIOMOIIIBIO KOTOPBIX OHH ITOJIYHAIOT JOCTYII B OHJIaliH-0aHK.

8. B3jom akkayHTa apyra.

Jlromu MOryT naxke He MOAO03PEBATH, YTO MM IHUILIET IMOCTOPOHHHUM YEIIOBEK IO BUAOM
POACTBCHHHKA, Apyra, C HpOCB60ﬁ InepeBoaa ACHCT B CBA3H C IIPOU3OLICAIINM I'OPCM. Taxkum
06pa30M, BOﬁI{ﬂ B JOBCPUC, MOIICHHUKHU IIBITAOTCA YKPACTh Balllkd ACHbBI'U.

HpI/IBeI[CHHblf/i NepCYCHb MOHMICHHUYCCKHUX CXCM HC OrpaHNYHBACTCA IMPHUBCACHHBIMU
InmpuMepamu. HpeCTyHHI/IKI/I HaxoOsT BCE€ HOBBIC U HOBBIEC CXEMBbI U CIIOCOOBI 11 AOCTHUKCHU S
CBOMX TPECTYITHBIX 3aMbICIIOB.

Kax ybepeubcs oT TenedOHHBIX MOIIIEHHUYECTB?

UToOBI HE CTaTh KEPTBOM 37T0OYMBIITUICHHUKOB, HEOOXOIMMO COOJIIOAATh TPOCTHIE MPaBUIIa
0€e30MacHOr0 MOBEICHHS M 0053aTEIBHO JOBECTH UX JI0 CBEIACHHS POIHBIX M OJU3KHUX:

- He clledyem 006epsamb 360HKAM U COOOUWEHUAM, O MOM, YN O POOCHEEHHUK UlU
3HAKOMBLI NONAJL 6 ABAPUIO, 3A0EPHCAH COMPYOHUKAMU NOTUUUU 34 COBEPUICHUE
npecmynjieHus, 0CO0EHHO, eClu 3a IMUM Ccledyem npocbda o0 nepevyucieHuu
oenexcnvlx cpeocme. Kax nokazvieaem npakmuka, 00bluHblL 360HOK OJU3KOMY
Yeslo6eKy No0360J11em pa3zeesams COMHEHUs U HOHAMb, YMO IMO MOUIEHHUKU
NbIMAIOMCA 3467140€Mmb 8AUUMU CPEOCMEAMU UTU UMYULECHIBOM;

- He cnedyem omeeuamv Ha 360HKu uau SMS-coodwenus c Heuzeecmmublx
HOMEPO8 ¢ NPOCLOOIL NOJIOHCUMb HA CUEH OCHb2U;

- He cnedyem coodouwams no menegony Komy 6vl mo Hu 0bl10 C8EOCHUA TUUHO20
xapakmepa.

CBoeBpeMeHHOE OOpallleHHe B IPABOOXPAHUTENIbHbIE OPraHbl MOKET IMOMOYb JIPYTrUM
JIOOAM HE IMOIIaCThCA Ha HC3aKOHHBIC YIOBKHU Teﬂe(bOHHBIX MOIII€HHHKOB.

HpOTI/IBOCTOHTb MOIIIEHHUKAM BO3MOJKHO JHIIb ITOBBIIICHHOU BHHUMATCJIBHOCTBIO,
3PABOMBICITHEM M OTUTEITBHOCTHIO.



	о профилактике и предупреждении дистанционных преступлений в сфере информационно-телекоммуникационных технологий:
	1. Случай с родственником.
	2. Розыгрыш призов (это могут быть телефон, ноутбук, автомобиль и др.).
	3. SMS-просьба.
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	4. Предложение получить доступ к СМС-переписке и звонкам абонента.
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